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OnePass Overview
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What is OnePass?

OnePass is the new way to access 

Westlaw and other applications where each  

user will create a unique username and 

password using current Web standards.
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Why OnePass?  

Current Situation

OnePass

ÅSign-on process does not meet Web

security standards

ÅThird-party content licensing requires stronger

sign-on requirements than currently in use

ÅProvides enhanced security when accessing

Westlaw and other applications

ÅUsing unique username and password is

required for West to continue licensing from

many vendors including public records
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What applications will use OnePass?

One profile can be used for multiple applications like:
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Westlaw

Westlaw International

Westlaw Business

Westlaw Watch

Westlaw CourtExpress

west.thomson.com

My Account

QuickView+

West km

West LiveNote/Case Notebook

West CiteAdvisor
*Full list of applications available at 

http://west.thomson.com/support/customer-

service/onepass/applications.aspx

http://west.thomson.com/support/customer-service/onepass/applications.aspx
http://west.thomson.com/support/customer-service/onepass/applications.aspx
http://west.thomson.com/support/customer-service/onepass/applications.aspx


How will users set up OnePass?

ÅSet up and update on the sign-on screen for

Westlaw or any other application

ÅUse password for the application they access

ÅCreate unique username and password

ÅCurrent OnePass users must update their 

username and password to meet new,

stronger requirements
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What are the OnePass requirements?

Username Guidelines
Å8 ï70 characters

ÅMust include two of the following attributes:

uppercase letters, lowercase letters, numeric,

or symbol: period, at symbol, hyphen or

underscore

ÅMust be unique from all other users

Password Guidelines
Å8 ï16 characters

ÅMust include three of the following attributes:

uppercase letters, lowercase letters, numeric, 

or symbol: period, at symbol, hyphen,

or underscore

ÅLast 6 passwords can not be reused

ÅBy account, users can be required to change 

passwords at 90/180/365 day intervals; default

is to not require users to change passwords

ÅUsers required to change passwords will be

prompted at sign on starting 14 days prior 8



What are general OnePass guidelines?
ÅRegistration for username/password require a unique e-mail address

and an answer to a security question

ÅForgotten username can be e-mailed to users with validation of unique

e-mail address and answer to security question

ÅForgotten password can be replaced with validation of username,

unique e-mail address and answer to security question; user e-mailed

temporary password that upon access will prompt user to create new password

ÅAfter three failed attempts to access, users are told their username/password

have been suspended and they need to call Customer Service

ÅUsers will be given the option to save their username or their

username and password as a cookie at the sign-on page

ÅUsers who save both their username and password will be required to re-

authenticate by entering their password, once during a WL session, before

accessing sensitive Public Records content
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What use cases will not require OnePass?

ÅTraining and promotional passwords 

ÅUsers accessing applications or content 

using transparent authentication 
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How does a user create OnePass sign-on 
for multiple applications?

ÅUsers can access multiple applications using the same OnePass

username and password

ÅApplication password (Online ID) is required to create OnePass 

(except for My Account)

ÅOnePass can be created and updated from any application

ÅUsers who currently access multiple applications with different

passwords (Online IDs), must register all application passwords

within OnePass, allowing them to use the same OnePass to

access all applications
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Creating OnePass
for multiple applications

User enters OnePass 

username and 

password in an 

application where they 

have not registered 

their OnePass 

information (in this 

case, Westlaw 

Business)

User is taken to their 

profile, where they 

should enter their 

Westlaw Business 

Password/Online ID
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